The Brimington Surgery
Data Protection Privacy Notice Addition - Accurx Scribe
As part of the Digital First National programme of work, GP Practices are required to record accurate data about patient interaction, especially within consultations.  To assist with this administrative task, the practice is using a new technology known as Accurx Scribe.
The overall aim of the Accurx platform is to improve communications between healthcare staff and patients to improve outcomes and productivity. The Ambient Scribe feature specifically allows healthcare professionals to focus on listening to their patients during consultations, rather than typing or drafting documents. By reducing administrative tasks, it helps them dedicate more time to patient care and improving the overall quality of consultations.

Therefore, the Accurx Scribe feature aims to transform and enhance the quality of clinical consultations and improve care outcomes for patients. The feature enables real-time transcription of consultations, allowing clinicians to focus fully on their patients rather than dividing their attention between conversation and typing up notes. This creates a more engaged and person-centred consultation experience, which supports improved communication and better patient satisfaction. 

 In short, the Accurx Scribe feature does the following after it is manually started by the user:

· Listens to the conversation a clinician has with their patient during the consultation. The audio stream is processed in real-time during conversations and automatically deleted as soon as the audio is transcribed by Accurx Scribe. 
· Transcribes the conversation
· Summarises the transcription of the conversation 
· Generates content based on the transcription such as clinical notes, referral and/or patient letters
· Saves consultation notes and coding back to the patient record

In addition to the risks and concerns identified by regulators and academia and listed in section 2.15, there have been public concerns over the processing and security of generative AI tools, which is the technology that powers the Ambient Scribe tools are, such as:

· Data Protection, Privacy and Security - ensuring that patient and health data is protected due to its sensitive and confidential nature, as well as embedding privacy and security into the design of the tool in order to maintain the confidentiality, integrity and availability of the data. 
· Consent and transparency - ensuring that patients are informed about the use of Ambient Scribes during their care and can exercise their rights of such a tool being used to process their data.

· Ethical use and patient trust - ensuring that ethical concerns regarding the use of AI in healthcare is addressed, especially around patients being informed, and the potential for reduced human oversight in clinical decision making. Therefore, ensuring that this feature enhances rather than replaces human interaction is crucial for maintaining patient confidence.

To address all these concerns, Accurx has adopted a privacy and security by design and default approach when building the Accurx Scribe feature. This included carrying out in-depth and thorough due diligence to assess the risks and impact associated with this change to ensure compliance with the law and best practices, preserve patient safety, uphold our obligations as a supplier to the NHS and maintain Accurx reputation as a trusted supplier within healthcare. 

Accurx have a framework in place that aligns with information security and governance practices based on our certifications and guidelines from the following standards/bodies: 

· ISO 27001:2022, 
· NHS England (DCB0129, ODS code 8JT17), NHS DSP Toolkit, 
· UK National Cyber Security Centre, Cyber Essentials. 
· Our management systems are audited at least annually (externally) and more frequently internally.

For more information:
https://support.Accurx.com/en/articles/11170493-patient-support-my-gp-wants-to-use-a-scribe-in-my-appointment
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